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This report is based on results of the research project no. lll.P.21 (Developing architecture of
monitoring and management of occupational safety and health system including advanced
technologies and solutions to create the intelligent working conditions) carried out within the
3" phase of the Polish National Programme “Improvement of safety and working conditions”
2014-2016, partly supported by the Ministry of Science and Higher Education and the
National Centre for Research and Development. The Central Institute for Labour Protection —
National Research Institute (CIOP-PIB) is the Programme’s main coordinator.




An inventory methodology

The inventory of selected electronic, textronic, mechatronic and ICT-based solutions which may be
potentially applied to safety-related applications in smart working environments has been elaborated
on the basis of a thorough analysis of a number of documents, i.e.:

e scientific articles ( 127 references),

e papers published in the conference proceedings (106 positions),

information on results of research projects (29 positions),

information materials published by the manufacturers (40 positions).

The threshold for inclusion of a given solution into the inventory was based on a demonstrated
possibility to make use of the solution to ensure the safety of workers in the intelligent working
environment.

The elaborated inventory of solutions is presented in the Annex. It includes the following
information:

e a name of the solution, technology/project, a photo or a diagram and a brief description
underlying the operating principle of this solution (e.g. phenomena and processes,
technology, algorithms, etc.),

e references to the articles, papers and/or websites,

e anindication of the functions of the identified solution which are important for occupational
safety and health,

e anindication of a role and a position of a given solution in the risk management process and
in a hierarchy of hazard protective and preventive measures.

The selected solutions were classified by assigning them some basic features which may be
performed with regard to occupational health and safety, and specifically:

e monitoring of:

- the working environment conditions (monitoring of the environmental parameters, such
as chemical substances, noise, etc.),

- workers’ physiological parameters (body temperature, heart rate, user’s activity, muscle
performance and energy monitoring, etc.),

- the parameters of machinery (movement detection, location, etc.),
- protective parameters of personal protective equipment,

e warning and information support for workers (e.g. alarm signal),

e supporting decision-making processes,

e virtual reality-based training and education.



Each solution listed in the Annex was also categorised by assigning it to the certain level in the risk
management process.

The following levels were considered for this purpose:

o Machines level — monitoring of parameters of machines and manufacturing processes;

o Workers level — monitoring workers’ health conditions, hazardous factors of working
environment, PPE parameters, etc.;

o Management level — enabling managers to make decisions on the basis of an overview of
current workers’ health conditions, factors of working environment, PPE parameters,
machines and parameters of manufacturing processes.

The selected solutions were also analysed in terms of their assignment in the hierarchy of risk
preventive and protective measures. According to the classical hierarchy (mentioned for example in

ILO-OSH 2001 Guidelines on OSH management system) these measures should be implemented in
the following order of priority:

e elimination of the hazard/risk;

e control of the hazard/risk at source, through the use of engineering controls or
organisational measures;

e minimisation of the hazard/risk by the design of safe work systems, which include
administrative control measures; and

e application of personal protective equipment where residual hazards /risks cannot be
controlled by collective measures.

For the purpose of drawing up the inventory the following three levels were taken into account in
the hierarchy of risk preventive and protective measures:

e engineering controls,
e organisational measures,

e personal protective equipment.

Annex: A list of electronic, textronic, mechatronic and ICT-based solutions for safety-related
applications in smart working environments
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Annex

A List of electronic, textronic, mechatronic and ICT - based measures and technologies, which may potentially be used to develop safety - focused technical and organisational solutions in the smart working environment

Annex to the report ,,An inventory of selected electronic, textronic, mechatronic and ICT-based solutions for safety-related applications in smart working environments”; authors: G. Gralewicz, G. Owczarek, CIOP-PIB, 2015, Warsaw, Poland
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Project proposal — searching for contractors
SMARTER SAFETY APPAREL The hard hat and vest are equipped with real-time tracking
technologies, which allow for location of the user inside and i
. . o . . X Alarm signals
outside buildings, monitoring of his/her vital functions and . L .
movement (position), and monitoring of selected parameters of Real-time location inside and outside — Real
P ! ) ring o parar ) Time Location System (RTLS) based on RFID,
the work environment. User identification. The vest is fitted with . . .
R . . standard Bluetooth and GPS technologies Warning against hazards
[1,2] a system of safety airbags, protecting users during falls. The hard .
. Low Energy (BLE) Detecting the presence of worker
hat and vest are supplied from power sources such as solar . K .
L N . Motion detection in dangerous zones
RAPIDS panels. Communication (data transmission) is provided at . - o P .
Hard hat and ) i - X Automatic visual recognition based on QR Monitoring of worker’ activity Personal protective
1 Construction surveillance and decision-making levels. - , Worker level .
vest R codes Monitoring worker’ health equipment (PPE)
Safety and Technologies: Power supply from solar panels arameters
Technology - Real Time Location System (RTLS) I pp. v R p ¢ . p s K .
Laboratory DI DR COOED ROrE IDENTIFIEATION —  RED Fall protection using a system of protective Monitoring work environment
airbags factors
£ - Bluetooth o . -
f L -~ _ GPS Monitoring of vital functions
& - —_— Exterior temperature monitoring
LABORER " . ; ERATOR HSE OFFICEF - Low Energy (BLE) Electric shock monitoring
- QRcodes
- Solar panels
- Other
JOB SITE INFORMATION CLOUD TUSIC)
((@o)))) Ot e
é:“é’? SIMULATION
& PREDICTIVE
MODELING
Software for
data
collection [1,2] Data from sensors (workers activity, health parameters, work . -
. ) ) Work time monitoring
and analysis, environment factors) are transmitted and processed on the .
. Automated reporting .
and for RAPIDS server. Data can be accessed from client computers. X Information support .
. ) R K . . . Resource planning . - Technical measures
2 supporting Construction Dangerous situations are foreseen basing on historical data and . Supporting decisions Management level o
L. L SMS notifications > Organisational measures
the decision Safety and relevant mitigation procedures are started. Thanks to the ) . . 3D modelling
. L Virtual 3D construction site
process Technology = monitoring of employee activity, works can be planned and N
: . R . . Manager’s dashboard
Job Site Laboratory coordinated in emergency situations.
Information
Cloud (JSIC)

1. Hoist Utilization Are the hoists being used efficiently and how do
you eliminate bottlenecks?

2.Climate Factors How does weather affect worker movements?
How does weather affect job site efficiency?

3.Smart Protective Gear Hard hats and safety vest enabled with
sensors and wireless communications.

4.Worker Location Are the workers on time and in the right zone?

5. Predictive Alerting Will there be a future problem based on
current worker and equipment movements?

6.Safety Alerting In the event of an emergency, did everyone get
out of the building?
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ol g g
1 i L | i |
[5] : Y
OSALAN Automatic identification of durable objects, such as machines, Monn.:ormg of personal protective equipment Monlto.rmg of Fersonal
RFID . . o ) L Location protective equipment .
3 Basque personal protective equipment, monitoring of workers’ activity in e . - P Management level Technical measures
technology X Identification of worker in dangerous areas Monitoring of worker’ activity
Institute for dangerous areas
Safety and -
Health {::L-‘
ESTIMOTE BEACON
- iBeacon is a Bluetooth Smart-based standard, promoted by Apple
\ and in a way competitive to NFC. iBeacon can detect distance
[6] & e between devices within a 5|gn.|f|cantly wider range than in th.e Detecting the presence of worker in Detecting the presence of worker
IBeacon case of NFC — from a few centimetres to 50-70 metres. NFC is . Management level .
4 / iBeacon™ S A dangerous zones in dangerous zones Technical measures
technology /. \ | | capable of working in a range of a maximum of 10-20 o S Lo S Worker level
Apple, Inc. | | Monitoring of worker’ activity Monitoring of worker’ activity

| Bluetooth .

Signal

centimetres. This allows for the implementation of accurate
location systems in places where GPS is not sufficiently precise or
has no coverage, like inside buildings.
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Near Field Communication, NFC — short-range, high-frequency,
radio communication standard for wireless data exchange at a
NFC — Near 7] distance of 20 cm maximum. Identification of worker Detecting the presence of worker
5 Field This technology is a simple extension of ISO/IEC 14443 (proximity Access authorisation in dangerous zones Worker level Personal protective
Communication card), combining smart card interface with a reader in a single Monitoring of worker’ activity Monitoring of worker’ activity equipment (PPE)
technology device. NFC devices can communicate with existing equipment Identification of tools and safety points
following the ISO/IEC 14443 standard (cards and readers) and
R with other NFC devices.
- |
uild g Jcdeis
PRl Cemuficate
External devices
(entrance gates etc.) ) . ) ) .
P oo UWSB is a developing wireless communication technology,
UWB connection intern . . P
4 shortoand sonnection / P @smr 5@ charact.erlsed by high data' transmission rates (up to 2 Gb/s) at
A v mobie e Q@ small dlstance':s (.of a.ppr.onmately 10 n"l). UwB WOI‘I.(S at low power
connection v Working levels, thus eliminating interference with other radio Wireless data exchange
stations
UWB - Ultra / // ‘X YX communication systems and providing for the construction of ) € . Detecting the presence of worker
) [8,9] ) . ) ) . Detecting the presence of worker in . )
6 WideBand [ &] -@ devices with low energy consumption. Despite a fast drop in dangerous zones in dangerous zones Management level Technical measures
technology 8 4 XN Mob"mrnah - transmission rates with increasing distance, UWB has good Morfitorin of worker’ activit Monitoring of worker’ activity
4 ‘T Ky phones, smartphones etc.) chances of replacing cables between office or home equipment in J ¥
the near future. The system works in the 3.1-4.85 GHz and 6.2—
ITI o Sy Systam controer 9.7 GHz (Direct Spread UWB) or 3.1-10.6 GHz (Multi Band OFDM)
™ Internal note bands.
™ Alarm tavel
Communication
0 : | R ]
Bluetuut.h — ﬂwﬁgn“g B‘luetogtwh
It is an open standard specified in IEEE 802.15.1. Bluetooth
7 Bluetooth (10] specification covers three transmitter power classes 1-3, with a Wireless data exchange Management level Technical measures
b b AN
technology o range of 100, 10 and 1 metre in the open space. The most popular Worker level

s
P y—"

class is 2. This technology uses radio waves in ISM2.4 GHz band.
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‘/‘lgbcc Control de clima
ApIiCECiOHBS & Prediccion de terremotos
N
Seguridad EE \
Control de lemperatura
ke el ZigBee based networks are characterised by low energy
: consumption, low bit-rates (up to 250 kbps) and a range between . -
ZigBee [11,12] S P X (up X P ), X . J Wireless data exchange Communication Management level i
8 technolo °"'[;:Z:‘r’lt;; ZiaBee nodes of approximately 100 m. Typical applications include sensor Worker level Technical measures
gy Conlrol de estado 9 networks, personal networks (WPAN), home control systems,
fisics . .
i alarm and monitoring systems.
Manejo de carga i - seguridad
Control de procesos E Control de lemperalura
Control de ambiente Conlrol de luces
Control de energia Control de acceso
Irigacion de jardines
. ] Eq
B Callul Data
e Webwork A technology related to packet data transmission in GSM
Workstation ata Sarer icgi
GPRS — feta s .-,-'\-,: networks. The actualtransmission rates of 30-80 kb/s allow for
General ;&i using the internet or audio/videostreaming. The user pays for the
9 packet Radio (13] C - — actual number of bytes sent or received and not for the time of Wireless data exchange Communication Management level Technical measures
Service 1;{-‘ (\'t"?;B GPREvE the connection being active. GPRS is often referred to as a 2.5G Worker level
technolo Swlich — s “technology” because it is a step in the evolution of GSM (as a
gy Internet second generation of mobile telephony) to the 3G standard
st network.
Remote Monitorng Device .
It works using the principle of measuring radio signal travel times
from satellites to the receiver. Knowing the electromagnetic wave
speed and the exact time of sending a specific signal, the distance
from the receiver to the satellites can be measured. The GPS
signal contains information about the geometry of the satellites in
GPS —Global the sky (“almanac”) and information about their theoretical path Detecting the presence of worker
10 Positioning (14] and deviations from this path (“ephemeris”). A GPS receiver first Location in dangerous zones Management level Technical measures
System updates these data in its memory and uses the further part to Monitoring of worker’ activity Worker level
technology establish its distance from specific satellites whose receivers are
within its range. By making a spatial linear set-out, the receiver’s
microprocessor can calculate the geographical location (longitude,
latitude and ellipsoidal height) and then present it in a selected
datum (typically, WGS 84) and specify the current GPS time very
precisely.
10-Link is a universal interface which unifies many diverse
standards currently applied in automation systems. It allows for
full communication between control systems, sensors and
actuators via a 3-wire cable. It is fully compatible with all
10-Link communication protocol standards used in the industry. Elements
11 technology [15] equipped with the 10-Link interface provide remote access to Communication Communication Machinery level Technical measures

Der neue BIC 040

10-Link-Davice mit dom Master.

detailed diagnostic information and current process data, and
allow for the adjustment of sensor parameters to current
production requirements.
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OLEDs —
Organic light-
emitting
diodes
technology

[16]

OLED consists of an emission layer, conductivelayer, a substrate
and an anode and cathode. Layers are composed of organic
particles of conductive polymers. The level of conductivity of
those materials locates them between insulators and conductors,
therefore sometimes they are called organic semiconductors.
When voltage is applied to OLED, electrons start to flow from
cathode to anode, hence the cathode provides electrons to the
emission layer and the anode takes them from the conductive
layer. In other words, the anode serves electron holes to the
emission layer.

When a junction is biased in the direction of conduction, the
emission layer is negatively charged while the conductive layer
becomes rich in positively charged holes. Electrostatic interaction
attracts electrons and holes, which recombine with each other.
This happens close to the emission layer because holes in organic
semiconductors are more mobile than electrons (contrary to the
case of non-organic semiconductors). During recombination, the
electron passes to a lower energy level, which is accompanied by
electromagnetic radiation emission in the visible spectrum. That is
why this layer is called “emission layer”.

OLED does not emit light in reversed biased conditions of the
junction because the electron holes move towards the anode and
electrodes to the cathode, so they drift apart and do not
recombine.

ITO (Indium Tin Oxide — a solid solution of indium(lll) oxide and
tin(IV) oxide) is usually used as a material for the anode. It is
transparent for light and has high work on output, which
facilitates the movement of holes to the polymer layer. Metals
such as aluminium and calcium are often used to create cathodes
because of their low work on output, which facilitates the
injection of electrons to the polymer layer.

Visualisation, display
Communication

Information support for worker

Worker level

Personal protective
equipment (PPE)

13

XOEye
technology

[17,18,19]

XOEye
Technologi
es

An 8-megapixel camera built into spectacle frames (which allows
for recording movies), integrated earphones and microphone,
built-in gyroscope and accelerometer.

Powerful and efficient ARM processor, WiFi connection, Linux and
integrated Java technology

ANSI safety certificate.

Information support for worker
Monitoring of employee position
Video recording of work performance
Training

Information support for worker

Training

Worker level

Personal protective
equipment (PPE)

14

Google Glass
Technology

[20]

Google Inc.

Google Glass are glasses with augmented reality features created
by Google. The glasses have the same functions as a typical
smartphone, but they are operated by voice commands using
natural language processing.

Specification:

Android 4.0.4 OS or higher

640x360 screen

5-megapixel camera, which allows for recording 720p movies
16 GB memory (12 GB for the user)

2 GB RAM (682 MB previously)

Wi-Fi 802.11b/g

Bluetooth

micro USB connection

bone conduction of sound waves

User information support
Communication

Video recording

Speech recognition
Video and audio playback

Information support for worker

Training

Worker level

Personal protective
equipment (PPE)
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Vuzix Corporation’s M100 Smart Glasses are fitted with a WQVGA
Vuzix [21] display module. They offer most of the functions and applications User information support
Corporation’s of a modern smartphone. Communication Information support for worker )
: ) ’ Personal protective
15 M100 Smart Vuzix o Video recording Worker level equipment (PPE)
Glasses Corporatio Specification: Speech recognition Training quip
technolo n TI OMAP 4430 CPU speeding up to 1 GHz, 1 GB RAM, 4 GB built-in memory, Video and audio playback
gy 720p camera and GPS, Wi-Fi and Bluetooth modules. Android 4.0 Ice Cream piay
Sandwich.
(22] M2000AR was created for industrial applications. It consists of a User |nf0rma.t|0n support Information support for worker
hands-free module and a 720p HD display. It can be used as an Communication Personal protective
16 M2000AR Vuzix . X ’ L Video recording - Worker level R
. information support tool for an employee or for training e Training equipment (PPE)
Corporatio UrDOSEs Speech recognition
n purp ' Video and audio playback
Stretch sensors in the glove detect the user’s hand motions (2
DataGlove™ " o
VRLOGIC [23] sensors for each finger). Communication -
17 technolo System interface —an USB cable (platform independent) design and optimisation support Communication Management level Technical measures
(Stretch gy VRLOGIC connection to a computer and a wireless Ultra Set 5DT Data Glove | inthe 3D virtual reality 3D modelling g
Sensors) GmbH interface providing a Bluetooth connection with a computer (up Control

to 20m).
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ElekTex®
technology
ElekTex Smart
Fabric Controls [24] ElekTex® is a combination of conductive fibres and nylon. .
Textile . . L Personal protective
18 Pressure sensors help determine the XY position. Control Communication Worker level i PPE
keyboards Eleksen Ltd. equipment (PPE)
using
pressure
sensors
Footwear detects the activity level and automatically adjusts to
improve comfort and performance. This is done using a built-in
computer, which learns individual motion patterns and suitably L , L o P
[25] ) ) Monitoring user’s activity Monitoring of worker’ activity
Verb for Shoe adjusts the shoe. The computer also allows for wireless data K 3 . - ) i
. L . . K Analysing user’s movements and adapting to Monitoring worker’ health Personal protective
19 technology v transmission and sharing information with other users of this type - Worker level .
ectra of footwear the conditions parameters equipment (PPE)
Sense ) o ) ) ) . C icati d dat h
A ShoeDoctor application is also available, which actively monitors ommunication and data exchange
energy consumption and performance of the air blister system
and analyses the user’s motion.
. The S Wear band ki Itifunctional it hich ! )
BodyMedia [26] © Senseiear ban .wor 5353 mt.j frunctiona’ monitorwhic Measuring movement, counting steps,
allows for the collection and analysis of health data. . ., . o . - .
SenseWear R measuring skin’s electrical conductivity, skin Monitoring employee health Personal protective
20 . The band measures the following parameters: Worker level R
system BodyMedi, . . - . temperature and the amount of heat lost by parameters equipment (PPE)
movement, number of steps, skin’s electrical conductivity, skin K
Inc. ) the organism
temperature, amount of heat lost by the organism.
Firefighter's helmet with i t: o
Itrselrgmatle:::mir?e with equipmen Monitoring worker’ health
C-THRU - [27] . . Monitoring health parameters parameters .
L , - 3D projector (augmented reality) - ) - h Personal protective
21 firefighter's R - Monitoring environmental parameters Monitoring environmental Worker level .
- speakers and a microphone — communication . equipment (PPE)
helmet omerh.com Information support parameters

- LED signal of air level in the bottle
- wireless data transmission

Information support for worker




BT Description: Functions in the Position in the
- solution, Source Photo / Diagram principle of operation of the measure Functions o e s e TE T Position in the
technology / (e.g. phenomena and processes underlying the measure’s | of the measure prevention hierarchy
; . . L . safety system process
project operating principle, technologies, algorithms, etc.)
1 2 3 5 6 7 8 9
Helmet
equipped [28,29] An integrated sensor indicating the initial state of carbon
with a sensor monoxide poisoning (pulse oximetry sensor) in a typical safety
indicating the | Virginia hard hat construction, providing for continuous and o L o ) .
22 initial state of | Polytechnic non-invasive monitoring. Monltqung the |n-|t|a| state of carbon Monitoring worker’ health Worker level Pers.onalprotectlve
carbon Institute Test results have shown that the hard hat’s users will be warned monoxide poisoning parameters equipment (PPE)
monoxide and State of imminent carbon monoxide poisoning with the accuracy of
poisoning University more than 99%.
Proposal for using the drone technology in construction industry.
i bl g Drones can be piloted remotely using a smartphone, tablet or
computer. Drones are fitted with video cameras which allow real-
time viewing of places at the construction site and a can provide a
source of archive materials for further use. Recommendations
were given concerning inspections carried out using this tool.
Three features were pointed out:
Autonomous navigation: Safety managers shall have the Carrying out safety inspections Information support
(30,31,32 © say o possibility of controlling ;che device :ﬁalnually or l:)sindg the Information supkport for worker Supporting decisions
Drone e s - i i e it autonomous navigation function. The latter can be done using Monitoring work environment parameters ) .
23 technology 33 R R B o e e E ke:'?':::ﬂrs:;: e predefined paths and places, with or without minimum user’s Carrying out building inspections, e.g. energy Information support for worker Management level Technical measures

interference.

Voice interaction: Safety managers shall have the possibililty of
talking to worker at their workplace with the use of the drone. In
emergency situations, this feature shall allow them to
communicate relevant orders before they can actually get to the
place of accident.

Improvement in battery lifetime: AR-Drone batteries allow for 13
minutes of flight. This period shall be increased to provide for
longer flying times.

audits of buildings
Monitoring of pipeline tightness

Monitoring work environment
parameters
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Steel abbe hanging from the criing 1o
helg i wright thing and improving Hedrmeet with ser theough
equibbrum ol the esmbeieton and scrwes, headuets for eectve et
coctica coanacting Cabies. e vessction, vacal L St
e ; Man-robot exoskeleton for manual operation in different
omndorgeimospt T industrial areas.
T —— J The main idea is to provide a smart tool for workers which could . . .
. . o Increasing physical work performance while
[T — improve performance and reduce the physical stress or even limit R T P
st s ud damages reducing loads on the muscle and bone Monitoring of worker’ activity
Robo-Mate handing scaptation ' system at the work station Monitoring worker’ health i
R [34,35,36] casabiities_ [a— . Personal protective
24 project uersinin . - e Information support for worker parameters Worker level .
ey roces Object recognition and classification system — smart hands. L . . equipment (PPE)
ety . . R . . Monitoring of employee position Information support for worker
detestion of Helmet with noise reduction, a screen and communication with . .
e T i cpersior’s Video recording of work performance
eimd scsmion an HMI.
B Camera registering the quality of performed work.
- Inteingent devices and actusters System of active sensors monitoring the worker’s positions and
— ol supporting actuators.
g Fossive or semipassive omiced movement for prosecied degrees of freedom
Source: CRF (Centro Ricerche Fiat)
The project consisted in the development of a health monitoring
[37] system based on “wearable electronics”, made by integrating
smart sensors (in the form of fibres and yarn), advanced signal L .
K ( . yarn) L e Monitoring of health parameters (strain
Smartex processing technologies and modern telecommunication systems o L L L , .
Wealthy . gauges —respiration monitoring, activity Monitoring worker” health Personal protective
25 X s.r.l of a textile platform. Worker level R
project X X . . . sensors). parameters equipment (PPE)
This solution can be used by cardiology patients during
See also: rehabilitation, worker performing tasks in hazardous work
[38-63] environments and by healthcare workers.
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This project covered the development of smart biomedical
garments for preventive use during customised therapies of
[64] certain user groups.
Fields of application: - .
MY HEART Monitoring worker’ health Personal protective
26 roiect See also: Improvement of physical activity: CardioActive Monitoring health parameters arametergs Worker level equi me:t (PPE)
proj [65-77] Improvement of food and dietary patterns: CardioBalance P quip
Sleep and relaxation phase monitoring: CardioSleep
Solutions for coping with stress: CardioRelax
Early diagnosis and forecasting of dangerous incidents: CardioSafe
(78] The aim of the project was to create a system in which different
sensors are introduced into textiles in order to ensure constant o ) R
ConText o . . . Monitoring worker” health Personal protective
27 X monitoring of vital parameters. Sensors were designed for the EMG signal measurements Worker level .
project See also: . . parameters equipment (PPE)
(79-86] measurement of the EMG signal. The sensors were integrated
with textiles — thus creating a prototype vest.
The project focuses on optical fibre technology for the monitoring
of health parameters.
The following items were developed:
Breath sensor.
NIRS-based SpO, sensor
[87]
OFSETH Figure 2-3: Elastic bandage with stitched fibre Breath anfj SpO, monltorl.ng controls the Ie\{el Monitoring worker” health Personal protective
28 roiect See also: of patient’s blood saturation and the following arameters Worker level equipment (PPE)
proj [88-96] changes in blood volume in skin p quip
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29

PROETEX
project

[97]

See also:
[98-112]

4

5

‘ Caonnecting bus H Electronic box ‘ ‘ Outer garment

The project will cover the development of smart clothing for
emergency personnel aimed at improving their safety. The
following items were developed: heart rate, breath, temperature
sensors, exterior threat detection system (2 accelerometers),
power supply control system, communication system (textile
antenna, Bluetooth), positioning system (GPS SMA), threat
signalling system (sound and light). Gas detectors are used in
footwear. A set for civil workers was also developed, consisting of
heart rate, breath and temperature sensors. Remote monitoring is
performed using software which processes and visualises data
from the system of sensors.

Monitoring health parameters
Monitoring environmental parameters
Information support

Monitoring worker’ health
parameters

Monitoring environmental
parameters

Information support for worker

Worker level

Personal protective
equipment (PPE)

30

iProtect
project

[113]

health status sensors
(optical fibers)

CIOP[A/PIB

chemical &
external

temperature
SENsSors

microprocessor
unit & wiraless
communication
module

chemical &
external

temperature
SEnsors

Rescue Command Centre

The main objective of the project was the development of an
advanced smart system of personal protective equipment
intended for users performing professional tasks in complex work
environments with a high risk of exposure to harmful and
dangerous factors, i.e. during fire-fighting operations, rescue
operations performed by chemical rescue workers and rescue
workers in hard coal mining plants.

The project is divided into four consecutive phases:

1) development of the concept and technical and operating
requirements for the new PPE system,

2) development and integration of technical elements monitoring
selected physiological parameters of humans (optical fibre-based
sensors for measurements of body temperature, heart rate and
breathing rate), monitoring environmental condition during the
performance of professional tasks (exterior temperature sensors,
gases: oxygen, carbon monoxide and dioxide, methane, ammonia,
chlorine) and a system of communication which collects and
transmits measurement data from the sensors to the monitoring
subsystem and later to the rescue operation command centre,

3) verification and validation of the developed modules and the
entire system by performing operating tests in order to assess
their operation in real conditions,

4) dissemination of the results of completed research and
development works by publishing scientific and popular science
articles, participation in global conferences and seminars,
preparing information brochures and organising seminars for
manufacturers and distributors of personal protective equipment
during specialist fairs and exhibitions.

The results of this project are addressed to the chemical rescue
workers, fire brigades and rescue workers in underground mining
plants. Relevant modules with gas and temperature sensors,
including a special wireless communication system, were
developed. They jointly form a system aimed at detecting noxious
gases and elevated temperatures in work environments during
rescue operations. One of the project’s results is a module of
sensors for the monitoring of user’s physiological parameters
(body surface temperature, heart rate). The monitored work
environment and physiological parameters are transmitted via a
special communication system to the rescue operation
coordination centre in order to ensure supervision of the
operation, which is also the result of the project. The use of
nanomaterials allowed for the development of indicators for
noxious gases, electrically conductive trails and textile materials
with electrostatic discharge safe properties.

Monitoring health parameters
Monitoring environmental parameters
Information support

Monitoring worker’ health
parameters

Monitoring environmental
parameters

Information support for worker

Worker level

Personal protective
equipment (PPE)

11
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Thermal sensors are integrated into interior and exterior layers of
the protective garment’s textile. Monitor exterior temperature
near the firefighter and on the interior layer adherent to the skin.
Two LED displays are attached to the sensors — one on the sleeve
and the other one on the back.
The LED display on the upper part of the left shoulder is visible to
other firefighters in the team and warns of potentially dangerous
situations. The LED display on the sleeve indicates a dangerous
heat level, both inside and outside the protective clothing. - ,
. R . R Monitoring worker” health
Smart Sensors are covered with flexible, waterproof plastic coating, -
X [114] R R X K . Monitoring health parameters parameters .
clothing for which provides protection against fluids. L X L . Personal protective
31 - , X o Monitoring environmental parameters Monitoring environmental Worker level .
firefighters' Vikin When exterior temperature reaches approx. 4822F (250°C), the Information support arameters equipment (PPE)
safety g circle on the display starts flashing slowly. At 6622F (3502C), the PP P

display flashes faster. When temperature inside clothing reaches
approx. 1229F (50°C), a long line on the display will start flashing
slowly at 1569F (672C). It flashes quickly when temperature inside,
close to the skin, reaches 1749F (792C) — it is a dangerous
situation.

All elements comply with current standards for firefighting
equipment. Microelectronics is durable and should last for at least
25 washing cycles. The only thing to remember about before
washing is to remove the battery.

Information support for worker

12
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Cooling vests have pockets for cold packs. Before usage, the packs
must be stored in a fridge.
. [115] S - . L .
Cooling Vests A solution intended for industrial applications was also created, . . Personal protective
32 X R R R X Ensuring thermal comfort Ensuring thermal comfort Worker level R
technology . with compressed air acting as the cooling agent — the vest is equipment (PPE)
ClimaTech . . L
connected to an air supply duct used at work stations for painting,
sanding, welding etc.
SmartSkin, the material used to make the diving suit, absorbs cold
water, which expands and closes the gaps at hands, legs and neck,
(116] preventing or allowing the flow of water. Water trapped in the
SmartSkin suit heats in contact with the body. When water heats up to the . . Personal protective
33 " . Ensuring thermal comfort Ensuring thermal comfort Worker level .
technology Natick transition temperature specified by a part of the thermally- equipment (PPE)

sensitive polymer hydrogel, more water can rinse the suit and
cool its user. This passive system ensures continuous interior
temperature control.

13
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The LifeShirt set is light and machine-washable. It contains
integrated sensors: of breath (sensing elements in the patient’s
torso and abdomen area), single-channel ECG sensor, triaxial
117,11 | i h level of activity. Th Monitori ker’ health
LifeShirt [117,118] acce erometer. to monhltort gpostu.re and level o a.ctlwty e Monitoring health parameters onitoring worker’ healt Personal protective
34 technolo set can be optionally fitted with devices for measuring blood parameters Worker level equipment (PPE)
gy Vivonoetics pressure, EEG, temperature and oxygen saturation in blood. quip
Measurement data are automatically stored on a memory card
and can later be analysed using dedicated software.
The shirt is equipped with GPS, so the personnel knows exactly
where the patient is located at a given moment. It also features
Shirt with a (119] an accelerometer, which determines whether the patient is
irel ' tanding, walking, runni lying. Furth , shirts are fitted - ) ) _—
wireless * 1 y gn e Wa ng runn|ng or ylhg ur ermor.e s |r‘ sare I. N Monitoring health parameters associated with Monitoring worker’” health .
sensor with a series of alarm devices with default configuration settings, . Personal protective
35 Carlos Il K X . o location parameters Worker level R
network to Universit which are activated when certain parameters exceed initially set equipment (PPE)
monitor of Madrig limits, e.g. 382C or 100 heart beats per minute. Alarms can be
patients modified by physicians in order to adjust them to the specific
needs of a given
ammmnnmmmn e dTL .
Patient.
Shoulder Motion Sensors
ol Posture Sensor
-~ ) 4 -\\n 3 -
Pressure Sensors
Breathing
Monitor
Shirt for medical applications using a sensor made of
Shirt with a polyurethane foam covered with polypyrrole. The purpose of
olvovrrole [120] using the shirt is to record breathing and movements of shoulders
polypy and the neck. Deep breathing N Monitoring worker” health .
and . . R . L . Monitoring health parameters Personal protective
36 University creates a sine wave of resistance, which is the result of operation parameters Worker level R
polyurethane equipment (PPE)
composite College of the sensor made of the polypyrrole and polyurethane (PU)
sensgr Dublin composite. The polyurethane foam covered with polypyrrole can

play the role of a sensor for testing the frequency of breathing
and detecting body motion.

14
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e-Nanoflex wireless
sensor platform
Signal reception and display
Reiiia Printed circuitboard
Wireless Module
Amplifier Micropracasser
Top Perspective
LiPoly or Li ion battery
maybe rechargeable of
single use
Washable Textile
Bottom Perspective L]
Manostructured sensor on
Metal, Metallic oxide flexibie substrag
o palymer nanowiie MNanoparticle or nanocapsule
sensoars polymer composite based
thin film sensors.
Wireless textile-based health-monitoring sensor for athletes. The
sensor contains a series
i NG G HapEILE of nanostructural textile sensing elements integrated
vite of Nano ‘ pe )
e-Nanoflex [121] Prldatiecteeninis ot with a standard sports bra. These sensors are smaller than a 2PLN o )
o . . L Monitoring worker’ health i
Sensor coin, include golden nanowires and flexible nanosensors woven Monitoring health parameters of athletes Personal protective
37 . . X R . . parameters Worker level R
System University o into the accompanying material. The nanowires are equipment (PPE)
technology of Arkansas E;ah;? approximately 1 micrometre long and have diameters ranging

a& ﬁa POA
ad Ug

Mobile Wireless "‘\7‘\
Natwork GPRS,
3G, 3G with
EDGE
Java { Wiralass
Enabled ’AJ/
Phans

from 20 to 200 nanometres. Thanks to the use of a special IT
platform, the monitored data can be sent in real time to a
physician, hospital or another person who has a smartphone.
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38

Adidas
Micoach Elite
technology

[122]
Adidas

39

NuMetrex
Cardio shirt

[123,124]

Textronics,

Inc.

d—

ioan, o

0 0.39...
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Anstyre
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<

5

This solution provides coaches and physicians with real-time,
detailed information about the condition of football players.

It measures speed, acceleration, distance covered, position in the
field, heartbeat and energy used during the activity.
Measurements of each movement, step and heartbeat are sent to
the coach standing at the sideline of the field within one second.
The technology used allows for better understanding of the
physical and physiological effort of the team and individual
players during matches and practice. By providing the possibility
of in-depth analyses and trend observations, the Adidas Micoach
Elite system can help reduce the risk of overtraining and injuries.

Monitoring health parameters of football
players

Monitoring worker’ health
parameters

Worker level

Personal protective

equipment (PPE)

The shirt fits closely to the body. It records heartbeat and sends it
to a compatible watch using a small transmitter located in the
shirt’s pocket. The shirt is made of special fibres,

with high vapour permeability,

and with an integrated pulse sensor. The manufacturer claims
that measurements are not distorted by the changing
temperature of the examined person or sweating because the
sensor

is adequately insulated. Results are collected using a sensor
located in

the shirt, and were initially intended for the monitoring of
changes in the performance and for determining the maximum
training loads for professional cyclists.

Pulse recording

Monitoring worker’ health
parameters

Worker level

Personal protective

equipment (PPE)
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Jacket with 125
acketwi (125] Cooling jacket — the internal cooling system consists of 50m of i
40 thermal lastic pipes of 2mm in section Cooling — ensuring thermal comfort Ensuring thermal comfort Worker level Personal protective
regulation Grado Zero P PP ’ & & & equipment (PPE)
system Espace srl
iazket with (125] Jacket with an internal heating system. The device monitors and
oW adjusts body temperature in 4 different trunk areas (shoulders, Personal protective
41 . torso, back). Heating pads are located in the lower part of the Heating — ensuring thermal comfort Ensuring thermal comfort Worker level R P
(Intelligent Grado Zero K equipment (PPE)
R back, shoulders and torso. Temperature can be controlled using
Object to Espace srl .
software provided on a CD.
Wear) system
WarmX is the manufacturer and distributor of heated textile used
[126] to make underwear. The company has its own globally patented
WARMX technology for heating textiles, known as “warmX-technology”. . . . Personal protective
42 technology warmX The underwear is made of a silver-fibre textile. Heating areas are Heating — ensuring thermal comfort Ensuring thermal comfort Worker level equipment (PPE)
GmbH

located on the torso and neck, supplied from a battery installed at
the waist.

17
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The reconfiguration vest is intended for EADS Airbus worker
working in the technical department of airlines.
(125] Equipment:
Link Vest 0QO application — providing step-by-step instructions based on a .
. . . ) Personal protective
43 technology Grado Zero predefined checklist. Information support Information support for worker Worker level equipment (PPE)
Espace sl HMD glasses — display developed by the R&D of Carl Zeiss to quip

provide information support.
Bluetooth keyboard and earphones — real-time communication
and information exchange.
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|Polyester fabric
Carbon
piezoresistor
MICROFLEX =T Development of flexible materials — smart fabrics and textiles Monitoring health parameters gor;:\c:t:rgs worker” health Personal protective
f ver - N } S
44 project [127,128] p——— electrodes| ?:gasblzc?fﬁ::,t:amg stimuli and responding or adjusting to them Monitoring environmental parameters Monitoring work environment Worker level equipment (PPE)
P & factors
10 mm
DEPHOTEX . . . .
45 project (129,131] Research and development of flexible photovoltaic textiles based Power supply — flexible supply systems Power supply o) worker level Personal protective

on new fibres.

equipment (PPE)
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L@
L 3
il
|y B
'l
s/
-5 7
B
z Devel t of a technological platform for light, thin and -
. [132] i ; eve or.?men ot a tec no. ogical platrorm for 11 . inan Monitoring health parameters o
PLACE-it = susceptible optoelectronic systems. Optoelectronic systems . K Monitoring employee health .
R il X . . Signalling Personal protective
46 project b adapting to stretchable substrates, such as fabrics or films, large o parameters Worker level i
see also: il I optoelectronic elements and zone connecting technologies Lighting Warning against hazards equipment (PPE)
[133-139] L) P g Bles. Flexible connections € 3g
Glove with an embedded
Vibrotactile vibrat.ion signa! syst.em, which, using appropriate vibration stimuli .
and different vibration patterns, . . Personal protective
47 Feedback [140] A . . ) . Information support Information support for worker Worker level ;
can provide route information to a motorcycle rider without the equipment (PPE)
technology
need of
looking at the navigation screen
Glove capable of converting sign language to spoken language.
EnableTalk EnableTalk is fitted with a comprehensive network of sensors . . Personal protective
48 technology (141] which recognise hand motions and convert them to spoken words Information support Information support for worker Worker level equipment (PPE)
using a mobile telephone.
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Hovding is a bicycle helmet integrated with a collar (airbag). The
HOVDING (142] collar is worn on the neck and it contains an airbag which is
49 tech.nology - activated during an accu.:le?t. The airbag is hood-sha pefj, |t.wraps Head protection Protection Worker level Pers.onalprotectrve
an airbag for HOVDING up and protects the cyclist’s head. The release mechanism is equipment (PPE)
cyclists controlled by sensors, accelerometers and gyroscopes, which
receive signals of irregular movements and respond to them.
MYONTEC - A system for muscle performance and power monitoring. It
muscle [143] consists of trousers and a shirt integrated with sensors and special Monitoring worker’ health .
- Personal protective
50 performance modules for measurements and data transfer. The trousers allow Muscle performance and power monitoring parameters Worker level equipment (PPE)
and power Myontec for the monitoring of different muscles, e.g. the quadriceps, quip
monitoring tendon, calf.
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Shirt with
pressure . . N ,
The proposed system consists of garments or garments using Monitoring worker’ health i
sensors —for K . . . . . . Personal protective
51 X [144, 145] smart fabrics with pressure sensors which classify and measure Violence detection and recording parameters Worker level R
violence X R A ) equipment (PPE)
. the intensity and amount of force used against the user’s body.
detection and
records
Fabrics with an infinite number of tiny Phase Change Materials
PCM - Phase (146] (PCM) microcapsules. Microcapsules respond to temperature
52 Chang.e differences by changing frqm solid to liquid s'tate and vice versa. If Ensuring thermal comfort Ensuring thermal comfort Worker level Pers.onalprotect/ve
Materials schoeller body temperature or exterior temperature rises, the excess heat equipment (PPE)
technology is stored. When temperature falls, the stored heat is emitted

PCM liquefies

Heat is storagh®

the stored heat.

again.
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Waterproof, windproof and breathing “DIAPLEX” polyurethane
membrane. It works basing on the principle of thermal vibrations
(147] and adapts to the surrounding environmental conditions.
DiAPLEX — Fabric The membrane is composed of molecules whose volume changes . . Personal protective
53 Dianl X . . Ensuring thermal comfort Ensuring thermal comfort Worker level .
technology ) 13plex with temperature — it lets excess heat and moisture through when equipment (PPE)
Phenix Membrane : ; ; inki
temperature rises on the inner side of the garment by shrinking
molecules, and reduces its permeability when interior
temperature falls.
transpiration
abraslan - . .
" B koo Gore-Tex works using a semi-permeable membrane moulded in
Exterior ausler shell the fabric, made of porous Teflon. The microperforation is larger
[148] than single watermolecules which make up sweat transpired in
—== protection vapour form but smaller than the multi-particle packets making
Gore-Tex W. L. Gore up water in liquid state (e.g. rain). The difference in the . . Personal protective
54 ) ) E th | fort E th | fort Worker level .
technology & Gore-Tex concentration of water vapour on both sides of the membrane nsuring thermal comtor nsuring thermal comtor orker leve equipment (PPE)
Associates membvane creates osmotic pressure, which facilitates the transport of water
(UK) Ltd. proleclion vapour from the medium with higher concentration to the lower
concentration one, while the membrane remains impermeable to
— :ﬂr water.
Interior | s
transpiration
The noise indicator from 3M™ is an easy to use, durable and cost-
effective tool warning of noise level exceeding 85dB.
It is one of the cheapest options for noise monitoring, enclosed in
a solid, small and light casement.
Easy to use.
Wi Easy to attach to a shirt or jacket. To switch it on, a button should
Noise (149] F | be pressed aer held until a green/red LED I|gh.ts up.. Monitoring work environment
Indicator NI- NOISE Battery allowing for up to 200 hours of operation without o ’ :
55 n INDICATOR X K . . . . . Monitoring excess noise levels factors Worker level Ttechnical measures
100 M loading. It is considered one of the most innovative, high-quality
and revolutionary ideas of popular science.
It was listed among the 100 best products of 2011 and received
the “Grand Award”.
The lithium-polymer battery can work for 200 hours without
loading.
Dimensions: 5.1cm (L) x 3.6cm (W) x 1.3cm (D) or 2"(L) x 1.4" (W)
x.52" (D)
e/
" |
v., =2
oo SafetyEYE
afety EYE :
v Combination of smart sensors and effective controls. Innovative
technology — X Worker level
a system of 3D technology and user-friendly software of the system allow for
¥ surveillance and control of comprehensive applications. . . .
safety [150] SafetyEYE . Detecting the presence of worker in Detecting the presence of worker
The safe system of SafetyEYE cameras detects and notifies of any . .
56 cameras for ) K . . dangerous zones in dangerous zones Ttechnical measures
objects entering user-defined warning and safety zones. SafetyEYE - b s L P
three- PILZ R . Monitoring of worker’ activity Monitoring of worker’ activity
dimensional determines whether there are people in zones exposed to
surveillance Einta netonciaia hazardous movements (safety) or whether a case of trespassing a
of premises zone with higher safety level (protection) was detected.
Strefa ochmny /
{
J
Robot
\ y
Obwiednia et
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FASyS hazards
Solutions included in the FASyS project apply to new methods of
monitoring and managing occupational health and safety in
factories.
FASyS promotes active risk control, identification of most
important risk factors and development of effective mechanisms T .
. . . o . ) . Monitoring and managing .
. of integrated risk detection. Monitoring and managing worker’ safety in ) . e Technical measures
57 FASyS project | [151,152] R . . L . worker’ safety in servicing, Management level L
From the technological standpoint, FASyS provides a servicing, processing and assembly plants . Organisational measures
R L . processing and assembly plants
comprehensive platform for ubiquitous advanced functions of
detecting, processing and more autonomous responses with
regard to the reduction of risks and personnel information and
training.
Project [153] . e The VFF projt.ect offers an innovat.ive ap;.)roach tq the . . Design a.nd simulation.s . Information support
Virtual VIRTUAL FACTORY implementation of tools supporting design and simulating main Supporting managers in the evaluation of . L .
58 - R . L . . S o Supporting decisions Management level Ttechnical measures
Factory See also: activities and systems in factories, providing planning aid, processes and validation of activities 3D modellin
Framework [154-158] supporting decisions, evaluation and validation possibilities. Supporting decisions J
— — . 1
W‘ p';tll:_‘ty | Activity & behaviour hierarchy
Personal Wisual capabilties to identify primitive activities
ast;asignt ﬁ? Training Tools developed within the framework of the ActiPret project
tomati Repetition, allow for the observation of specialists performing complicated Worker support
ActiPret [159, feedback Fenceptiona! training level tasks, such as machine repairs and maintenance works. Their Worker support PP o
59 R 3= e R ! . L Worker level Oorganisational measures
project 160,161] activities are interpreted in the form of 3D scenes, which can be Training Trainin
watched at any time and place and by many users taking J
AR VR advantage of the Augmented Reality technology.
User Perspedive Expert Perspective
ROBO.PARTWER
Muman — Robot Cooperative Ticks Flames
» Eficas Sacmiyg s & ot macuted
" il g o e
m‘:m : :"V:‘G:::;:‘?;:U-;116'H.-D‘-|'.'IHI|'\'M—W
= Leliiigenit ba-palc
- L]
e T
Dy HF e o
* E¥mingiioo of safedy fencey
= Canfed prooess - New safedy
atwchacir
The project included the development of:
Project Multimodal interfaces of safe cooperation between a robot and a
ROBO- worker Monitoring robot parameters Monitoring machinery
60 [162] Human-centred interface for robot programming Examining human-robot interactions parameters and adaptation to Machinery level Ttechnical measures
PARTNER

Low

Cammon werkipace
wharing

Wobile unil part banding

S Hum RO | R L

dexint Lk smacmtin

Mobile robots for applications in logistics
Safety systems in worker-robot interactions

Adaptation to changing conditions

changing conditions
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‘ Co-operation | Co-worker |
[=[*]=] )
Ba")
ROSETTA
projec The project is aimed at developing technologies facilitating the
Knowledge . . . . . .
X R [163] use and integration of industrial robots in assembly lines. L L i
integration . X . . . Monitoring robot parameters Monitoring machinery
Automation. Industrial robots require the integration of robots g K . . . .
61 framework so . . . . Examining human-robot interactions parameters and adaptation to Machinery level Ttechnical measures
that robots in See also: and humans at assembly lines in order to achieve the highest Adaptation to changing conditions changing conditions
X [164-166] possible flexibility in exploiting the advantages of humans and P Eing Eing
a production
R robots.
line can share
information -t s
Co-existence (3
KanBan- Manual Displaceable Process U-Shaped assembly
shelves  tools  two-armed robot  stations “Chaku-chaku line”
LIAA project: \ A  configuration The project provided a framework for the cooperation of people
Lean and robots during assembly works. LIAA framework was not
Intelligent developed from a theoretical standpoint, but taking advantage of Monitoring robot parameters Monitoring machinery
62 Assembly [167,168] extensive experiences of the partners, acquired during previously Examining human-robot interactions parameters and adaptation to Machinery level Technical measures
Automation implemented projects. Solutions were created for five cases of Adaptation to changing conditions changing conditions
real applications in five different industrial assembly areas.
U- work-
piece fow
[169] . . .
System for A solution ensuring real-time safety for worker located near
dynamic . robots. It took advantage of data from 3D imaging sensors. The o .
s Carnegie - : h . Monitoring machinery
monitoring of algorithm dynamically updates risk zones according to the . o . . . .
63 Mellon . . ) Dynamic monitoring of robot working areas parameters and adaptation to Machinery level Technical measures
robot T location of robots and safety zones according to the worker’s changing conditions
working Untl)velfsny position. If a likelihood of a collision is forecast, robots are put to eing
areas Ro .OtICS a standstill.
Institute
DI[1]
Rob #1
DO[
Intelligent Interference Check ensures cooperation between the
robot and other robots and coordination of operation of the robot
and its equipment in a complex environment.
When the distance between a robot and a fixture decreases, the
Intelligent [170] robot reduces its speed so that it can stop at a suitable distance Monitoring machinery
64 Interference and avoid collision. Critical distances are defined using coefficients | Dynamic monitoring of robot working areas parameters and adaptation to Machinery level Technical measures
Check FANUC characteristic for each robot type, e.g. the speed slope factor, changing conditions

Interference Zone

Robot #2

model size offset, max margin and approach stop rate.

Robots can share the designated space using 1/0 signals for
communication.

Only one robot can work in the critical zone at a given moment.
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Dual Check Safety — provides control over the robot’s location,
(170] robot’s speed and the tool’s position. Dynamic activation / Monitoring machinery
Dual Check deactivation of . o . parameters and adaptation to . .
65 R . Dynamic monitoring of robot working areas . . Machinery level Technical measures
Safety of robot working areas is performed. changing conditions
FANUC ;
3D modelling
Augmented [171] Augmented Reality is a system combining the real world with a . Information support for worker
X computer-generated environment. It usually makes use of 3D Information support for worker .
66 Reality K X R . . L Worker level Technical measures
technolo See also: graphics generated in real time, imposed upon a camera image. Training Trainin
&Y [172-176] There are also applications which only support sound. J
W
f:cﬁsilogy 4.306BZ455 I-la Driver support
65 npy - - .
Object and (177,178] 720 Sad A technology which makes use of a database of suitably classified Recognising pain in p.atlents . Information support
L i . . e Market surveys, e.g. impact of advertisements . L .
67 face 1280 Surprised faces (more than 10,000), which enables the identification of L Supporting decisions Management level Technical measures
- Fraunhofer . L R on their viewers
recognition emotions and recognising objects and faces. . .
. 1S Monitoring the level of fatigue
Emotion . .
L Behavioural analysis
recognition
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Today SAPHARI
hu& human
|_| GHRI o '
. e Global task & motion | |
Sapharl = ~ 3 5 planning E
project: New &i——{ Task planning § g é The SAPHARI project presents a radical paradigm shift in the
variable [179] g ; g E ‘ 2 development of robots by placing the human in the centre. Tests Monitoring robot parameters Monitoring machiner
impedance 5 Matian planning < 21, |Reaclive Rﬁz;!:,e S are carried out concerning human-robot cooperation and robot’s oring P - - & v . .
68 f £ =° 5 planning ’ ) e o . Examining human-robot interactions parameters and adaptation to Machinery level Technical measures
arms tor See also: | ot 2 2 planning 2 responses to human activities based on decisions following from Adaptation to changing conditions changing conditions
enhanced [180-194] 3 o E] H 3 sensor signals and knowledge. P gine gine
safety g Physical obot_+—| 5 & g
s g §
ﬁ pHRI Physical robot am -
human safety
| Manufacturing execution systems, production schedule |
]
Plant
_L{‘Macr:mi | J— Ma:l;::: | ] - Mam'ilg:‘ |
Senzing = Sensing o Sensing |2
Service 1 Sarvice 2 Serdlce i X i
Cantral Eantrol Lontros According to the AUTORECON project, the factory of the future
shall comprise the following technologies:
Reconfigurable tools which allow for autonomous, flexible . . .
: R . Design and simulations
- assembly of equipment to ensure easy adjustment of the )
i of reconfigurable tools
production process to market changes.
f alternatives & Smart monitoring and control systems enhancing performance . o .
195 sconfguration skemathes, Extimed pivicmiencs, Disurbeces hindig - A ) o . Design Monitoring machiner
AUTORECON [195] e £ = o = and ensuring high level of reconfigurability of production & L e Y .
. of smart control and communication parameters and adaptation to . .
69 project processes. o . . Machinery level Technical measures
See also: K N . . monitoring systems changing conditions
[196-203] Integration of communication architecture to facilitate the
T senanciom integration and creation of networks using control systems based . .
5 | e . Monitoring machine parameters
o =] on web services. L K
R L . . Adjusting machine parameters
s The architecture shall cover all communication and information
_——-________ . exchange mechanisms, which provide for a simple connection of
new components/robots, enabling their automatic configuration
e, B and operation and robot-robot cooperation.
Estaled arvl
et
[
N
al e
Sn
The X-act project is aimed at using advanced robotised systems in
cooperation between European manufacturing and assembly
intelligent plants. . '
- Research within the framework of X-act project focuses on the
use of double robot arms in a production environment.
The X-act project examines the human-robot interactions in the Monitoring robot parameters Monitoring machinery
70 X-act project [204] following directions: Examining human-robot interactions parameters and adaptation to Machinery level Technical measures

a) “Very intuitive interfaces for human and robot cooperation” in
order to enable the cooperation between humans and robots
during assembly tasks.

b) developing a “Fenceless human robot supervision system” in
order to provide the measures to detect/monitor human
presence and suitably adapt robots’ behaviours.

Adaptation to changing conditions

changing conditions
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ot M re——— [ Speed Read
A= . | Decision Tree |
(e H3 «
) S wowewer -
Classification of production systems
[205] Copernico is a free online tool used to analyse the current Diagnosis and improvement of production .
. . ) Information support
7 Copernico activities of a company and introduce performance systems Supporting decisions Management level Technical measures
project See also: enhancements. The database includes a wide range of factory Modelling the structure, pp e 9
[206-221] types, from small and medium enterprises to global corporations. simulations and virtual prototypes of factories
Developing strategies for the future
/1 Qu-xllnn\
at each
hllramhi:ilJ
level
o e i
Building Management System or BMS system automation is a
management system for automatic building control systems,
BMS — especially in smart buildings. The objective of BMS is the
. integration of all building systems. The building automation o Information support
Building system integrates all systems in a single entity, which allows for Communication Supporting decisions
72 Management | [222] ¥ - g y. g Y . Automatic building systems control and pp 'g . Management level Technical measures
cost-efficient and effective management of the facility from one Communication
System . s management R
place. BMS controls the operating parameters of individual 3D modelling
technology

devices and informs of problems and failures. Usually, the system
features graphical interface, which can be used to review
operating parameters and change settings in a clear way.
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SCADA (Supervisory Control And Data Acquisition) refers to a
- system supervising a technological or production process. Main
= = ol i functions of this system include collecting current data
(measurements), their visualisation, controlling the process,
SCADA — alarming and archiving data.
Supervisory The term SCADA usually refers to a master computer system with Information support
73 Control And (223] cgntrol over PLCs and other ngpm.ent. Generally, the PLCs are ProduF:tlohn process supervision Supportlng decisions Management level Technical measures
Data directly connected to executive devices (valves, pumps etc.) and Visualisation 3D modelling
Acquisition measurement instruments (temperature, level sensors etc.) and
technology collect current data from the facility as well as execute automatic

control and adjustment algorithms. Via PLCs, data are transferred

to the computer system where they are stored and converted into
a more user-friendly format. The system operators preset general

process parameters or run the process manually.
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Raporty | Ansizy (| Mokpty Mensgersie || Harmonogramowanie || APRase dostgeons
m EE 1Moty o IF-:::LE‘:‘. apikacie
> SIANG-alore. #1C.)
Warshwa Semantykl Bznesowa| ]
(Metadane Sarantycere)
Aplikatje BI, Rop e | <ja
Symuiaca Apty . m:’m Mdm:iu Modelowarie
- Analiza Sisc inna rodzaje
et Betall Kool Bl B
Taawonsowana Anolityks - Dot Mining (Eksplorage Damych]
j » - Business Intelligence is a tool for managers and experts who work
Data Wats ",141 APl on analyses and strategies. Business Activity Monitoring (BAM)
- * solutions are intended for “line” managers who require
. ot Sy '?.‘?::;,':,.‘f‘ ”l I information on the-currer}t statfe of processes. These solutions .
Business (5] 1008) ey e Dyt ] enable the processing of incoming data on a current . . Information support
A : . . B ) Production process supervision ) - .
74 Intelligence [224] Analitycne Zrodia Danych basis. Presentation techniques are selected to match user’s needs. Visualisation Supporting decisions Management level Technical measures
tool ' ' ' t In order to avoid browsing through a maze of numbers, the 3D modelling
: visualisation of the current state is provided in the form of
- . Mastar D . . .
[SE——— mnm‘-: o llnlr:g_u“nrll:t |mages..The manage.ment tflashboard. is a.n at.tractlve means of
i Darmych; 8, presenting results — it provides the visualisation of data and
reports in a form resembling control panels.
ELT/EL-T 4 Data
Extract, Tranaform, Losd &
Int ja B A Metadane
il =
=
Operay|ra
=]
@ x| a
lmre  Ligi sincene
Wewngirzne
Cloud Computing
Servers VifualDesitop  Sofware Platbem  Agolicaions  Storage//Data
2 o 8
6 © .') = |
The principle of operation of this solution consists in transferring
the entire load of IT (data, software or computing capacity)
service provision to the server and providing constant access via
client computers. Thus, the safety of these data becomes s
. ] Communication
= independent of the fortunes of client computers and the . Management level
Model cloud H 52 S 2 . , ) . . Information support ; .
75 computin [225,226] Rousr Swich processing speed follows from the server’s computing capacity. It Data storage and processing Subporting decisions Machinery level Technical measures
puting / / \ is enough to log in from any computer with internet access to PP J Worker level

start making use of the benefits offered by cloud computing.
The “cloud” concept is not unambiguous. In the broad sense,
cloud processing applies to everything that is processed beyond
the firewall, including conventional outsourcing.
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Data exchange between the physical and
h 227 digital Id
Project [ I '8! .a wor . .
. . . . . . Service customisation Information support
Ambient Research project aimed at developing Ambient Intelligence L . . . L .
76 . Stanford K L . ) Examination and modelling of user behaviour Supporting decisions Management level Technical measures
Intelligence X . techniques and applications in smart homes and offices. o . .
University Examination and modelling of smart building
Research Lab
systems
User acceptance surveys
Control
algorithms
and
algorithms
facilitating —
adaptation to
pte [228] - . . Management level
changing Mathematical structures in the form of software or hardware Information support Machinery level
77 conditions See also: models, performing computations or signal processing, Data processing Supporting decisions y Technical measures
(fuzzy logic, ’ performing certain basic operations on their inputs.
[229-237] = & ——®
neural
networks,
genetic
algorithms,
fuzzy systems
etc.).
1.5" Capacitive sensors are mostly designed to measure pressure
5 changes and to be used in applications such as touch panels.
= Solutions using modified electronics are also known in textile
applications (e.g. conventional capacitors stuck or sewn onto a
2" fabric and soldered to other electronic circuits or connection
— wires) and internally modified materials (e.g. capacitors made of
f; % fabrics made of conductive materials or textiles coated with
(238] conductive paint forming capacitor’s electrodes and synthetic
foam or soft polymer dielectric). The common feature of these L Management level .
Pressure and . X . . . Measurement of pressure changes Communication y Technical measures
78 solutions is the dielectric element separating the two electrodes. - - P Machinery level
force sensors | See also: . X . Communication —touch panels Monitoring of worker’ activity
(239-248] These solutions can be used as single sensors or as a matrix of Worker level
sensors, with capacity measured in rows and columns of the
1 matrix and collected by multiplexers. A separate group is formed
Bt by contact switches, which use the mechanism of measuring
o+ human body volume. Depending on the operational range and the
intended application, capacitive sensors have downsides, such as
| S creep, low resistance, signal drift and hysteresis. The impact of
T‘l{ humidity and temperature is also significant.
. o iy T
dmm 2 Wiring
4mm 3. Switch pattern .
: 4. Spacer s LA The relationship between pressure and electrical resistance is
> 5. Grounding fabric .
- another principle used in the construction of pressure sensors.
oblen This type of structures can be made at all textile structure levels, s
. R . Communication
© — o e.g. yarn, fibre or coatings. The pressure of crossing yarns or o .
) (@ S ) ) > : Monitoring machinery
[249] 7 rowee Aot bt e conductive fibres on the matrix results in a change in electrical arameters Manaaement level Technical measures
Resistance — ) e >‘¥ Z7 resistance. The position and pressure exerted on the fabric can be | Measuring resistance changes, conductivity or P " . g .
79 i 2 T N . o . . R Monitoring work environment Machinery level Personal protective
sensors See also: LA il Ll i identified in places of resistance changes — this is how membranes | resistance. .
: R . factors Worker level equipment (PPE)
[250-255] P S capable of measuring the exerted pressure are made. Electrical

resistance can be quantified by measuring resistance changes,
conductivity or resistance. Resistance sensors in the form of
coatings, which generate electrical signals by touching, have a
different structure.

Monitoring health parameters
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Textiles with strain gauges can be made at all textile structure
levels, e.g. yarn, fibre or coatings. Such structures are vulnerable
to mechanical deformations. Different topologies exist:
interweaving strain gauge fibres or textile coating. Metal fibres,
conductive threads and carbon fibres are used in the structure of
textiles whose stretching causes resistance changes.

These textiles can be transformed into “smart fabrics” by using
piezoresistive, piezoelectric or piezocapacitive coatings, usually in
the form of polymers due to their elastic properties. Coatings are
modified from the outside or internally (e.g. conductive filler) and
are sensitive to elongation and pressure changes, as well as other
mechanical stimuli. Such structures are used in stretching Machinery level Technical measures
materials, such as fibres, yarns and fabrics. Sensors in the form of Measurement of mechanical deformations Monitoring of worker’ activity Worker level Personal protective
coatings and piezoelectric elements generate voltage differences equipment (PPE)

in response to many different physical stimuli, such as pressure,
compression, tension or torsion. They can also be used for sound
detection. They are made in many forms, such as coaxial cables,
films and paints which can be directly connected, interwoven or
applied onto fabrics. Solutions such as films embedded in
garments in order to monitor heartbeat rhythm are also known.
Accelerometers (force sensors) are also made using those
structures. Touch applications of the sensors and position sensors
are built on the basis of the piezoelectric resonance phenomenon.
Changes in input parameters of the piezoelectric material in
contact with the human body were also researched.

CCF

Core Yarn

[256]

80 Strai
raingauges | o o

[257-279]

Optoelectrical sensors work by sending a beam of light rays
between a transmitter and a receiver. Measurements are taken of
absorption and light transmission changes resulting from the
changed geometry of the fibre’s cross-section, refractive index of
coating materials of the fibre optics, changes in wave spectrum
.and other.propertl.es, They are implemented |.n te.xtlles by . Deformation measurement Monitoring machinery
interweaving or using other types of bonds with fibres. Plastic and parameters

> . ) : Pressure measurement - . . Technical measures
polymer optical sensors are introduced to fabrics and applied to K . . Monitoring work environment Machinery level .

. . Measurement of organic and inorganic Personal protective
detect deformations, measure temperature, humidity and

factors Worker level R
. . . compounds o equipment (PPE)
pressure and detect the presence of organic and inorganic Monitoring health parameters

compounds. Structures made of optical fibres or coated, which
temporarily change their colour in response to external stimuli
such as light (photochromic), temperature (thermochromic),
electricity (electrochromic), pH value (halochromic) and pressure
(piezochromic), are also known. Electroluminescent fabrics are
made using coatings made of electroluminescent polymers.

[280]
Optical
sensors See also:

[281-289]

81

- In textronic structures, miniature sensors detecting chemical

ot - ! substances and gases are attached (sewn or glued) to the fabric
g~ e i substrate or applied in the form of chemically sensitive coatings
L on textiles. For example, H2 and CO gases can be detected using
conductive polymers with metallic inclusions. Toxic gas sensors
can be made by embedding thin polypyrrole or polyaniline layers
on PET (ethylene terephthalate) or nylon, which are then
combined with the fabric. A change of resistivity can be observed
when such structures are exposed to ammonia (NH3) or nitrogen Monitoring work environment
dioxide (NO2). Electrically conductive polymer (PEDOT) is Measurement of resistivity changes factors Machinery level
manufactured in the VDP technology and then used in structures Measurement of light absorption changes Monitoring health parameters Worker level
for ammonia detection. PEDOT matrices can be used for
monitoring nitrogen monoxide (NO) concentrations. Ethanol and
ozone detection can be achieved by using coated polypyrroles. An
optical fibre coated with PEDOT changes light absorption when
exposed to HCl and NH4OH. Carbon nanotubes show the
sensitivity of many analytes, including albumin — blood protein.
Single nanotubes can discriminate between volatile compounds
such as ammonium hydroxide, ethanol, pyridine and
triethylamine.

il

L. L

Detectors of [290]
chemical
substances See also:

and gases [291-299]

Technical measures
Personal protective
equipment (PPE)

82

32




Description:
pameloftne (-'_tsc . ptio . . Functions in the Position in the e
solution, principle of operation of the measure Functions Position in the

. ional health an risk managemen . .
technology / (e.g. phenomena and processes underlying the measure’s | of the measure el el e En e sk management prevention hierarchy

iect X .. R - safety system process
projec operating principle, technologies, algorithms, etc.)

Item Source Photo / Diagram

1 2 3 5 6 7 8 9

Humidity sensors can be broken down into two categories:
resistive (reacting to moisture by changing electrical conductivity)
and capacitive (reacting to water vapour by changing the
dielectric constant). Tests have demonstrated that most of the
fabrics coated with polymer humidity sensors work correctly in
room temperature.

The structures of temperature sensors are manufactured on
flexible substrates, which makes their integration with the textile
structure much easier. Resistance temperature detectors (RTDs)
feature platinum and nichromium (NiCr) and associated materials.
The BRT temperature detector was made of gold on a flexible
substrate and its resistance changes linearly with temperature.
Most conductive polymers and natural carbon-based polymers
are characterised by their dependence on temperature, e.g.
PEDOT-PSS fibres. Optical-fibre-based sensors and temperature
sensitive paints are also used in those structures.

Measurement of changes in electrical
conductivity

Change of dielectric constant
Measurement of resistance changes
Measurement of light absorption changes

Monitoring work environment
factors Machinery level
Monitoring health parameters Worker level

Sensors for [256]
temperature
and humidity See also:

measurements [257-277]

Technical measures
Personal protective
equipment (PPE)
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Textiles with shape memory consist of shape memory alloys or
shape memory polymers. However, shape memory polymers offer
larger deformation ranges and have different types, characterised
by various mechanical properties. Their smaller weight and price,
as well as non-toxicity, also play an important role. Temperature
and position sensors or failure sensors provide examples of the
implementation of shape memory sensors in textiles. Shape
memory properties depend heavily on the thermomechanical
treatment of materials and the interaction between materials in
the textile structure. Such structures can perform the function of
self-regulating systems, responding to environmental changes.

Monitoring work environment
Self-regulating systems — responding to factors Machinery level
environmental changes Monitoring health parameters Worker level

Technical measures
Personal protective
equipment (PPE)

Shape
84 memory
sensors

[300,
301,302]
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